ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

July 13, 2000

COMMAND, CONTROL.
COMMUNICATIONS, AND
INTELLIGENCE

MEMORANDUM FOR: SEE DISTRIBUTION

SUBIJECT: Department of Defense (DoD) Information Technology (IT) Systems
Certification Requirements

This memorandum provides guidance on certification of Major Automated Information
Systems (MAIS) compliance with the Clinger-Cohen Act (CCA) of 1996 (40 U.S.C. 1401 et
seq.). Section 8121 (b) of the DoD Appropriations Act, 2000 requires the DoD Chief
Information Officer (CIO) to certify that MAIS are being developed in accordance with CCA
prior to each Milestone approval after Milestone 0. All MAIS programs (including those in
Acquisition Category (ACAT) IAM, ACAT IAC and those designated as Special Interest
Initiatives) that are scheduled for Milestone approval in FY 2000 are subject to this certification.
The certification process for these initiatives will be tailored as appropriate. The DoD CIO is
updating the current list of DoD major IT investments subject to certification (dated May 5,
1999). It will be provided to you upon completion.

The statute requires the DoD CIO to notify the Congress of MAIS certifications in a timely
manner. Such notifications to Congress must include the program funding baseline, Milestone
schedule and, at a minimum, confirmation that the following requirements have been satisfied
with respect to the program:

¢ Business Process Reengineering: Describe actions taken to streamline or
reengineer the business processes before decisions were made to invest in the
new [T system.

e Analysis of Alternatives: Identify and discuss alternatives analyzed to justify the
preferred alternative to be initiated to satisfy a valid mission need.

¢ Economic Analysis: Include a calculation of the return on investment.

e Performance Measures: Describe measurable performance indicators used to
systematically track the progress made in achieving predetermined goals.

e Information Assurance (IA): Identify an information assurance strategy consistent
with the Department’s policies, standards, and architectures.

A description of these requirements is contained in the joint memorandum of May 1, 1997,
“Requirements for Compliance with Reform Legislation for Information Technology (IT)
Acquisitions (Including National Security Systems).” That memorandum remains in effect and
many of its requirements have been incorporated into the existing regulatory guidance and our

<



oversight processes. In addition, the DoD CIO will determine any additional requirements for
certification, as appropriate, on a case by case basis.

The procedures for MAIS certification will be similar to those followed for Milestone
reviews. The DoD Component Head or designee shall prepare the CCA Compliance Report
prior to Milestone approval for ACAT IAM and ACAT IAC programs using Attachment 1, the
Confirmation Matrix. Also, Attachment 2 is provided as sample templates for the Compliance
Report and CIO Certification Report. Components shall submit the certification documentation
to the DoD CIO for ACAT IAM and ACAT IAC programs at least six weeks prior to scheduled
Milestone approval. In addition, the following procedures shall be followed:

e ACAT-IAM Programs and Special Interest Programs for DCIO Review:
The Component Head or designee shall concur with the CCA Compliance Report.
The DoD CIO will prepare the Certification Report for congressional notification.
The DoD CIO will coordinate the CCA Certification Report with the Director for
Program Analysis and Evaluation (PA&E), Under Secretary of Defense
(Comptroller), General Counsel, Legislative Affairs, and other applicable staff
elements.

e ACAT-IAC Programs and Special Interest Programs for Component CIO
Review: Component Head or designee shall approve the CCA Compliance Report
and prepare the Certification Report for DoD CIO approval and congressional
notification. The DoD CIO will use the same coordination process for the
Certification Report as for [AM programs as stated above.

Attachments 1 and 2 reflect the minimum requirements with the applicable Milestone
decision points for certification. The Clinger-Cohen Act certification will be addressed in the
next edition of DoD Instruction 5000.2. Links to documents referenced in this memorandum are
at the Links page URL: http://www.c3i.osd.mil/org/cio/index.html.

My point of contact for this effort is Mr. Edward Wingfield, (703) 604-1583,

ed.wingfield @osd.pentagon.mil.
O\ o

Arthur L. Mone
DoD Chief Inffrmation Officer

Attachments:
As stated
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(SYSTEM NAME)

INFORMATION REQUIRED BY SECTION 8121(b) OF THE DEPARTMENT OF
DEFENSE APPROPRIATIONS ACT, 2000

INTRODUCTION - (Enter the legislative requirements for Section 8121(b)
Certification.)

The following paragraphs are sample wording:

This report contains information required by section 8121 (b) of the DoD Appropriations
Act for Fiscal Year 2000. That section required the Department of Defense (DoD) Chief
Information Officer (CIO) to certify that each major automated information system 1s
being developed in accordance with the Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et
seq.) prior to Milestone I, IT or III approval. The statute also stipulates that the
notification to the Congressional Defense Committees must include, at a minimum, the
funding baseline and milestone schedule and specific confirmation that the following
requirements have been satisfied with respect to the system:

Business process reengineering (BPR)

Analysis of alternatives (AoA)

Economic analysis (EA) - Calculation of the return on investment.
Performance measures

Information assurance (IA)

o0 o

(System Name) has been assessed for compliance with each of the lettered areas and the
results of the certification review are reported in the following pages. The appendix to
this report contains (System Name) funding baseline and milestone schedules.

The Component Head or designee has concurred that (System Name) is being developed
in accordance with the provision of the Clinger-Cohen Act of 1996.

The DoD CIO will certify that (System Name) is being developed in accordance with the
provisions of Clinger-Cohen Act of 1996.

OVERVIEW - (Enter a three or four paragraph description of the MAIS mission
need; key requirements, objectives, goals and priorities; program governance; and
other key elements.)

REQUIREMENTS - The Confirmation Matrix, Attachment 1, contains questions
that, at a minimum, should be addressed in responding to each of the following
requirements:

Attachment 2



a. Business Process Reengineering (BPR) - (In addition, provide an example of
a BPR initiative that resulted in business process improvement(s) and/or influence
change in policy/procedures affecting the process.)

b. Analysis of Alternatives (AoA) - (In addition, provide a detailed description
on the alternatives reviewed using the format contained in Table 1 of this
Attachment

¢. Economic Analysis (EA) - (In addition, provide a detailed description on how
the return on investment (ROI) was calculated and various incremental ROIs using
the format contained in Table 2 of this Attachment.

d. Performance Measures

e. Information Assurance (IA)



Analysis of Alternatives (AoA)

Provide a detailed description of the programmatic alternatives reviewed. In
addition, the information must be provided from Milestone 0 to the current
Milestone. Back-up documentation must be available to support data entered in
the Table. This table is a Mandatory requirement for Compliance and Certification
Reporting.

Table 1: Analysis of Alternatives (AoA)
(SYSTEM NAME)



Economic Analysis (EA)

Present the results of (System Name) performed to date, as well as, the near-term
schedule. Information must be provided from Milestone 0 to the current Milestone.
Back-up documentation must be available to support data entered in the Table.
This Table is a Mandatory requirement for Compliance and Certification
Reporting.

I EEEEiE l BY PE INVESTME BENEFIT ROI

[ T T

Table 2: (SYSTEM NAME) EA



APPENDIX A
(SYSTEM NAME)

Funding Baseline

Present (System Name) funding levels as they have existed at each Milestone (MS)
Review. Refer to the Confirmation Matrix, Attachment 1 for information that must be
addressed. This Table is a Mandatory requirement for Compliance and Certification
Reporting. Back-up documentation must be available

to support the information provided in the Table.

FUNDING BASELINE and MILESTONE SCHEDULE

B i
lia = ; ]
B
fib — = —T;
Nic By 1
Bided 1 1

FY__ (Indicate the System Name) Project Funding (Current Year $ in Millions)

Table A-1: Funding Baseline



Reconciliation of Program Management Plan (PMP), Acquisition Program Baseline
(APB), IT- 43/300b Exhibits (as applicable), and Economic Analyses (EA)

Present the cost linkage (to include life cycle cost estimate (LCCE)) between (SYSTEM
NAME) PMP/APB (as applicable), IT-43/300b Exhibits (as applicable), and EA.
Information must begin with Milestone 0. Back-up documentation must be
available to support the data entered in the Table. This Table is a Mandatory
requirement for Compliance and Certification Reporting.

PMP/APB, IT-43/300b, and EA Cost Linkage (Current Year $ in Millions)

Table A-2: Cost Linkage



Milestone Schedule

Present the (SYSTEM NAME) approved MS schedule. Information must begin with
Milestone 0 data. Back-up documentation must be available to support the data
provided in the Table. This Table is a Mandatory requirement for Compliance and
Certification Reporting.

EVENT  |mso|Mmsi|mMsn|msu

Milestone Actual

BASELINE

0

MSiic. MS lile | MS 1t

IK EVENT = [MSO m MSH|MSII|MSIlla| MSllib

Approved (indicate the System Name) MS Schedule

Table A-3: MS Schedule



